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Abstract

The Cyber Innovation Lab brings with it the understanding and collection of the threats,
vulnerabilities, and risks that one’s IT resources present. Due to the increasing complexity and
degree of cyber threats, innovation regarding current attack vectors and defense mechanisms are
needed. The lack of realistic threat landscapes and the need for accurate security analysis and
defense strategies prompted the implementation of a cyber physical system for defensive
research. The project depicts the processes to establish the testbed, the methodology used in
classifying the architecture, threat and attack analysis, as well as preliminary results. The paper
presents the testbed architecture of the realistic corporate environment implemented at The
University at Albany, known as the Cyber Innovation Lab. It elaborates on the development,
setup, and initial results, along with the practical challenges faced during the early stages of
development. In the development of the Cyber Innovation Lab, coordinated and random attacks
were carried out on the testbed to determine how the data would propagate on the system
allowing for current defense mechanisms to be reviewed. This innovation hub will serve as a
breeding ground for new defense techniques and will be a testing environment for local
businesses and students.
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Introduction
Today, the multitude of cyber-attacks and their respective consequences have major

impacts on information security. The security breaches that have occurred at businesses such as
Target and Equifax clearly show that cyber-attacks have been on the rise. In 2017, 159,700 cyber-
attacks targeting businesses were discovered, with thousands unrecorded (OTA, 2018). The
average monetary loss due to cyber-attacks in 2017 was around $21M per company (Ponemon
Institute, 2017). Although many of the losses due to cyber-attacks are monetary, there are
numerous factors to consider when attempting to prevent or respond to an attack. Many of the
business figures, including the monetary calculations record only the direct loss and do not account
for the consumers loss of confidence following an attack. For instance, following the Target data
breach in 2013, not only was there a significant loss of customers resulting in decreased revenue,
but Target agreed to a $39 million settlement with many U.S. banks (Garcia, 2015). The Equifax
breach is one of the largest data breaches to date, with over 143 million Americans sensitive
information, including addresses, credit card information, and social security numbers being
exposed. Although a monetary value is not necessarily linked to the breach, Equifax continues to
faced severe public backlash (Yurieff, 2017). Target and Equifax are just two of the more recent
breaches, many other companies have had attacks and face similar loss (Fung, 2018). The problem
with the increasing amount of cyber-attacks is that technology continuously advances, and their
respective security controls are not being maintained and updated as rapidly as threats are evolving.
Currently, there is more demand for cybersecurity professionals than supply, meaning there are
not enough individuals working to test and research the propagation of attacks and the necessary

defense strategies.

Cyber-attacks are considered the number one external risk factor facing businesses today,
according to a quarter of Chief Financial Officers (Graham, 2017). With the evolving technological

5



trends, which include the expansion of 10T, keeping up with the changing trends is a difficult task.
Since technology changes on a regular basis, the defense and security mechanisms often lag
behind. In addition to this lag, sophisticated attackers can discover and exploit previously unknown
vulnerabilities in systems and software known as zero-day exploits. The increasing threats and
vulnerabilities that businesses face can be mitigated by implementing a physical testbed which can

be used in educational environments as well as research capacities.

Despite companies continuing to innovate, readymade infrastructures are needed to aid in
the evaluation of new defense techniques. The Cyber Innovation Lab presents a method to better
investigate IT security by creating a realistic threat landscape, on top of a physical cybersecurity
testbed. The goal of this testbed is to make concrete assessments, in hope that defense mechanisms
can be better understood, resulting in more secure systems. To thoroughly understand the risks to
one’s IT assets, the common digital weapons and various attack vectors must be studied. In
actively finding where the defense mechanisms are lacking, attacks across the established networks
will be conducted and preliminary results will be collected to aid in configuring solutions. The
projected results will have important implications for cyber security and allow for a better
understanding of the common cyberweapons and the defense tactics that could be implemented to

protect against future attacks.

This paper will focus on the development of a test platform, including the implementation
of the architecture diagrams, laying out of attack vectors, refinement of data collection, and

potential results that the platform will generate.



Problems Confronting IT System Security: A Literature Review
In this section, a review of the existing security testbeds as well as threat landscapes that

have been developed will be established. The prior work in both areas have been leveraged to

develop the testbed.

Many testbeds have been proposed and created in the past, but due to the evolving
technological landscape, resulting solutions are only viable for a small window of time. Much of
the research conducted may analyze the propagation of attacks on realistic testbeds, but this
research often fails to provide realistic measures in defense mechanisms (Ashok, Hahn, &

Govindarasu, 2011).

The Defense Technical Information Center, Cyber and Electronic Warfare Division in
Edinburgh, Australia review cyber ranges and computer network operation testbeds worldwide.
The cyber ranges are categorized on whether they are simulations or emulations. Simulations are
software based models used to explore behavior (Fite, 2014). A testbed utilizes emulations when
realistic software applications are run on dedicated hardware. Since emulation uses real machines,
operating systems, and applications, the testbeds provide a more realistic environment (Leeuwen
etal., 2010). Using the specified categorization techniques, it was determined that the cyber ranges
that supported a mixture of the simulations and emulations would be most beneficial (Davis &
Magrath, 2013). The project cover uses a specialized testbed that encompasses simulation and
emulation techniques to create a realistic landscape consisting of physical computers, operating
systems, and applications. In creating a realistic cyber environment, research on advanced cyber
threats, tool development for increased defense mechanisms, and skill development in cyber

operations will be established.



Before running attacks on a system, a testing lab needs to be created where attacks can be
verified, machines can be configured, and an understanding of the various exploits can be
developed. Practice and testing are invaluable when it comes to running a full attack (Kim, 2015).
It is important to create a fully encompassing environment that serves a realistic corporate testbed,

while ensure that it is a secure testing site.

Various testbeds have been created to analyze the propagation of malware on critical
infrastructure and corporate networks (Lynn 111, 2010). For research in cyber security and defense
testing, federated cyber ranges and testbeds are being implemented in government and private
environments. Two large initiatives called Future Internet Research and Experimentation (FIRE)
in Europe and Global Environment for Network Innovations (GENI) in the United States link
testbed resources and allow researchers to utilize the reviewed models (“Workshop on CNERT,”
2017). Besides the US Military, many government agencies including the Department of
Homeland Security, have created testbeds such as the Defense Technology Experimental Research
(DETER). DETER is a cybersecurity testbed that contains various environments that allow
researchers to safely test defense mechanisms against realistic and live threats in a controlled
environment (“CSD-DETER,” 2013). Existing testbeds are continuously referenced to ensure the
correct implementation of physical machines, operating systems, and applications in mimicking a
realistic environment. In a production environment, running a test using untested exploits is not
recommendable as this could have the potential to take down a critical system. Thus, creating a
security testbed and testing relevant exploits is beneficial in analyzing a realistic depiction of the

propagation of exploits (Calvet et al., 2010).

Due to new technologies, new threat vectors are constantly emerging that can be exploited

by hackers. When establishing the threats to a network, it is important to use various standards and



reports that rank the threats in respect to likelihood and potential impact. Using standards like

OWASP, the major attack vectors that are common among a typical system can be established.

Prior to building the architecture diagram, many avenues have to be considered when
attempting to create a realistic testbed including analysis of potential threats and security
mechanisms (Cardenas et al., n.d.). In reviewing the security mechanisms in place, penetration
tests will be used to run exploits. Using penetration testing allows for the network to be evaluated,
assessing the efficacy of defense mechanisms. In conducting penetration tests, it is important to
utilize a secure environment to evaluate security vulnerabilities (Turpe & Eichler, 2009). The
implementation of penetration tests on the developed networks helps find the security holes in

current defense strategies, allowing for system patches to be developed.

The purpose of the Cyber Innovation Lab is to better investigate IT system security by
providing a realistic threat landscape by implementing a physical cyber security testbed. The lab
is being designed to focus on common cyber threats and the analyzation of the vulnerabilities of
realistic systems allowing for attacks. With the creation of the lab, baseline attacks will be run and

the data from those attacks will be imaged to conduct future analysis.

Architecture of the Cyber Security Testbed

When it comes to the understanding of the risks one’s IT assets face it is not only necessary
to understand why it should be done, but one must look at how this can be done and how it should
be completed. In looking at the propagation of malware and collection of the results, research must
be completed in a managed and monitored lab environment, as presented through the creation of

the Cyber Innovation Lab.



Initial Design. In my research, I am assembling a networked system to conduct testing. Despite a
real IT system being difficult to capture, the complexities of the real world will be mimicked as
close as possible. This mirror image of a realistic threat landscape will be completed by

determining different attack avenues and any flaws that may be present.

The initial lab was created using 2 dozen Raspberry pi’s and 4 network switches. The lab
used 24 Raspberry pi 3’s to construct a testbed in which four networks were built each with 6 pies
connected together with 4 layer-2 ethernet switches. Raspberry pi’s are a single board fully
functional computer. To mimic a natural environment, without the exorbitant costs and need for
an increase in physical lab space as presented with pc’s, raspberry pi’s were chosen. Due to the
size of the various Raspberry pi’s, their processors often produce a surplus of energy, leading to
concerns on overheating. This being the case, each pi in the designed system is equipped with a
CDU heat sink (a protective 9-layer case with a 5V fan) to improve heat circulation and reduce
overheating. Once the processing speed was considered, the storage mechanisms that were to be
used to collect the computer data were reviewed. The storage capacity of the machines is provided

through microSD cards which act as a hard drive.

Prior to installing anything on the SD cards, all the cards were formatted using SD
Formatter VV4.0. The specified operating systems for the pi’s was systematically installed on each
SD card. To work with the machines, NOOBS, a specific installation software, was placed on each
pi. Once the software of choice was selected, the SD cards were placed in the various machines.
Working with the raspberry pi’s, Linux Raspbian distributions were used on the corresponding SD
cards to work as the operating systems on the pi’s. The boot sector allowed for Linux or other non-

Linux options to be installed. The varying capacity of the pi’s to host a variety of operating systems
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allowed for a broad range of victim profiles to be researched and created. To add variety to the

initial lab setup, MS Windows 10 loT Core was researched and later utilized.

Aside from basic problem solving, the first error to arise was a boot error when booting the
operating systems on the various pis. After an attempt to boot into the specified operating system,
the long wait times resulted in a continuous loop of the Raspbian rainbow boot screen. Numerous
attempts were made to redownload the operating systems in an attempt to fix the problem. Once it
was determined that the error persisted despite changing the image of operating system used,
further research was conducted on where the error was. Google searches, database searches, and
forums were used to figure out if the rainbow loop was a physical hardware problem or a software

program.

Finally, after much time spent trying to problem solve the error, it was determined that the
error was that the kernel.img file failed to boot. The reasons behind such an error was low voltage
or an improper SD card. Now that a legitimate reason behind the error was presented, solutions
could be determined. The first solution, that the power supply was producing too low a voltage
was investigated. The power cable supplying the pi could have been unable to fully support the
device and power the machine resulting in the low voltage. Upon further inspection of the device
through another boot, it seemed like a faint lightning bolt could be seen in the bottom of the boot
screen, signifying that the machine did not have enough power going to it. Therefore, to check the
reliability of the power cords, one of the pi cables was switched out for a Samsung charger. This
swap allowed the pi to run correctly and fixed the boot problems they were previously having. It
was determined that to fix the problem, the power cords that came with the raspberry pi’s had to
be replaced in order to output the correct voltage to make the pi’s work properly. Research was

conducted to determine the model and type of power cords that were not only efficient, but that
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allowed for the downloaded operating system and future applications to consistently run on the

machines.

Design Update. After an initial review of the testbed was completed, it was decided that 12 Dell

OptiPlex’s were to be added to increase the realistic nature of the testbed. Once the new machines
were added to the landscape, networks were created consisting of varying amounts of pi’s and
OptiPlex’s. This addition formed an environment which was able to support various software’s
and operating systems. In a sense, the computers brought a new dimension to the testbed, allowing
for further operating systems and applications to be utilized, as discussed later. The
implementation of the devices allowed for an initial network map to be configured displaying the
various networks and the interconnectivity between them. Figure 1, as presented below is a

network architecture diagram of the realistic testbed created.

&=
I
EEEEE
=] .
=2
&=

Figure 1 Depiction of Realistic Networks
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To touch on the general layout of the above diagram, all 6 of the networks connected to a
central Cisco 1941 Router. This Cisco Router serves as the connection point for the various
networks. The four left hand networks are made up of 4 networks, each containing a single switch
connected to 6 Raspberry Pi’s. To begin, the 4 networks served as the baseline to begin researching
the proposed project. Initially, the networks of raspberry pi’s were designated as Linux machines
due to the compatibility of the operating system and the devices. In order to diversify, Windows
0T was later researched and utilized to allow for a greater diversity in networks. On the right in
Figure 1, there are 2 networks, each consisting of a switch and 6 Dell PC’s. The switches as shown
amongst the various networks, acts as controllers of sorts. The switches allow for information to
be shared amongst a designed network. For example, device 1 of network 1 may share information
with device 2 of network 1, enabling the network devices to talk to one another. Upon completion

of the network diagram and having an initial lab set-up, further investigation could begin.

Exploits. In working on the creation and initial malware injections, the question of “how the
research should be conducted” was raised. Just as doctors would not intentionally introduce a
disease into the population to learn more about it, I will not be injecting malware into a wireless
networked system. Due to this practice, the networks were set-up in a quarantined lab and are

hosted on a private network, while further set-up and validation occurs.

To conduct defense research without introducing malware across the networks, a DHCP
Server for Windows for established. A DHCP server assigns IP addresses to client computers. To
reduce configuration problems that could arise, the DHCP server was utilized for the network. Due
to the previous concerns that the future malware had the propensity to spread quickly, the research

is set to be managed and monitored on an isolated network in a controlled lab. In configurating the
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DHCP server, a pool of addresses in Windows server 2016 was set-up to assign the client

computers different IP addresses.

Testing Malware Injections. Once the how in regard to lab setup was determined, research was

conducted on methods and tools to use to begin malware injections. It was determined that the
attack machine would be a Kali Linux box. From this machine target enumeration, vulnerability
assessment, exploitation can be executed using the penetration testing tools present on the Linux
distribution. In setting up an attack machine, it could be situated on the individual networks to see
the effects of an attack on the various networks composed of 6 machines. Once the attack computer
was established, various attack vectors were researched for their commonality and ability to help
bring change to real systems. In this research, various attack vectors including SQL injection,
Cross-Site Scripting, Denial of Service (DoS), Distributed Denial of Service (DDoS), Cross Site
Request Forgery, Account Hijacking, Brute Force, Man-in-the-Middle Attack, etc. were chosen.
Once the various attack methods were researched, it was essential to determine the most prominent
threats and the attack vectors that were most viable to run in the quarantined lab. Many of the
attacks will be reviewed in further detail at the next stage of the project, but a few select avenues

were analyzed on their possibility of occurring and how said attack would be carried out.

Using Metasploit. The preconfigured Kali box was distinguished as the attack machine. In

preparation for running malware using the attack machine, initial research regarding attack and
defense strategies was completed. In the research, it was determined that using pre-installed
applications like Metasploit on the Kali box would serve as a beneficial initial attack vector.
Metasploit is a generally accepted and powerful penetration testing framework for developing and
executing exploits against a target. Due to the dynamic landscape that Metasploit provides, it can

be used to test the vulnerabilities of a computer system or as an intrusion mechanism.
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Using Metasploit, numerous attacks and exploits were researched in order to map out a
testing plan. Prior to running the malware on the configured system, it was important to validate
the operational status of the individual devices and of the networks themselves. In configuring the
Linux attack machine to a specified system, the most prominent threats and vulnerabilities were
examined. Once the configuration was complete, it was essential to gain as much information
about the victims (computers) as possible. Much like a criminal gathering intel on their target prior
to confronting them, reconnaissance is a helpful measure in establishing the best way to attack the
target. To begin, reconnaissance was done on the victim computer. Prior to exploitation and
malware injection, doing research on the victim allows for pertinent information to be determined.
In the reconnaissance stage, port scans and other data, including IP addresses were gathered. A
highly regarded tool utilized in the reconnaissance phases of penetration testing was Network
Mapper (Nmap). Nmap is often used to run security scans, identify host services, amongst other
things. This tool comes preinstalled on many Linux machines, so it is an item of convenience.
Nmap scans were done in this instance to scan the target host and search for any open connections
that may serve as a point of exploitation. In command line, the following was run to determine
pertinent information in reference to a range of IP addresses: nmap -A -vv 192.168.56.100/120. In
this, the victim machine was selected. A Windows machine with the IP address 192.168.56.104
was utilized as the validation machine to exploit. Once the victim was selected, research was
conducted on the various applications that were present on the device. Since the devices were
configured solely for testing, there were few services installed in the initial stages. It was
determined that the service, Adobe Flash 2016 was on the machine. Therefore, further research

was conducted on vulnerabilities present on Adobe in an attempt to exploit it. Since setting up the
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networks and running Nmap was simply part of the validation phase, the test exploit was chosen

just as a practice. In the research it was shown that Abode Flash 2016 had several vulnerabilities.

After the scans and preliminary research, Metasploit was opened and could be used to run
the exploits on the specified machine. In determining the Metasploit module to use, CVE-2016-
3105 was selected. Figure 9, shows the CVE specifications that were used to help determine the

relatability and ease of use of the Metasploit module.

This exploit serves to exploit Adobe Flash using a malicious SWF file. A SWF file is an
animated graphic created by Abode Flash which can be played using Abode Flash Player or certain

web browsers. Using Metasploit guidelines, the researched exploit was utilized in an attempt to

exploit the victim host.

e an address on the local machine or 0.0.0.0

¢] W

Figure 2 Example of commands run in Metasploit (Hacking Tutorials, 2016)

The above figure (Hacking Tutorials, 2016) shows one of the various exploits utilized to
test the network and determine the reliability of the defense mechanisms. To begin using
Metasploit, command line in the Kali box was utilized. Once in the command line, the “apt-get
upgrade metasploit-framework’ command was run to update Metasploit to the most recent version.

Often if an error occurs at this phase, the Kali box may not have Metasploit in its recognized
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applications. In this instance, the following command “apt-get install metasploit-framework” can
be run. Once updated or installed, “Metasploit-framework” was typed in the command line and
Metasploit began to load. From there, a personal decision on what area to focus on was made. This
decision was based on the purposed target systems and where the vulnerabilities within those
systems may lie. In preparation for the above example, a search was conducted to determine any
flash exploits that may be present using “search flash”(Hacking Tutorials, 2016). As shown in
Figure 3, the “search flash” command delivered many results. Using the provided descriptions of
the potential exploits, the adobe_flash_shader_drawing_fill was chosen and used as the exploit as

shown above.

rt
PHP File Upload
Adobe Flash er Integer Underflow Remote Code Execution

Adobe
Adobe
Adobe
Adobe
Adobe
Adobe
Adobe

Execut:
lid Pointer LUk
t F

d P: ord Extraction

Figure 3 Search Command in Metasploit (Hacking Tutorials, 2016).

After the search command, the use command was utilized as shown in Figure 2. Once the
exploit was chosen, reconnaissance had to be completed. To change the options, the “show

options” command was used as seen in Figure 4.
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the module
n. This must be an address on the local machine or 0.0.0.0

Figure 4 Show Options Command in Metasploit (Hacking Tutorials, 2016)

Using the show options command, different module options were presented. The
reconnaissance previously performed on the victim hosts can be used to determine the SRVHOST
and SRVPORT to listen on. To change the options to the necessary information as gathered from
the victim host, the “set” command was utilized. To begin, the SRVHOST was set as follows “set
srvhost 192.168.x.x” with the 192.168.x.x being the IP address of the victim host that was being
targeted. Then, the SRVPORT was set “set srvport 80” as during the reconnaissance of the victim
host port 80 was open, allowing one to listen using said port. Port 80 is often the port used for
web communications and is left open to receive requests from web clients. Due to this, port 80 is
often a good choice to listen on a victim host. Once everything was set and the relevant exploit
was chosen, the command “exploit” was utilized to begin listening on the victim host. Using the
above method, numerous exploits were utilized to exemplify the possibilities and the
vulnerabilities of the victim networks. Due to being in the beginning stages of development and
testing, there are no concrete data collections existing. The tests conducted using Metasploit were
conducted to establish the validity of the attack machine and the chosen tool. Since the exploit run

was from 2016, the vulnerability was already patched, but going through the process was beneficial
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to establish the operational status of the networks. The results of the initial test help to depict where
the future research will aid in the collection and examination of exploits, while working to increase

the security of defense mechanisms.

Installation of Operating Systems and Services. Using the initial network diagram and the various

IP configurations as presented in Figure 1, a collection of Operating Systems and services were
selected. To mimic a realistic corporate environment, varying networks containing numerous OS
and a variety of services and applications were needed. In this regard, Figure 5 represents a realistic
corporate environment by including a mix of integrated networks hosting CentOS, Ubuntu, Fedora,
Windows, PWNPI, and RISCOS. Due to the variety of OS that are in a typical environment,
mirroring a realistic landscape allows one to gather data that can be used to help build actual

defense mechanisms.

24 Raspberry Pis * Means deprecated OS version

F@re 5 Network Diagram - Draft 2

In configuring the network, many services were determined to be of high importance. Some of

the important services were: DNS, Mail, Web, FTP, and SQL. In the application of building a
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realistic testbed, it was essential to determine the prominent services that many typical networks
and devices have. The mail and web services were pinpointed as common vulnerabilities, so time
was spent on researching and configuring those services. From determining the overarching
services, the applications are in the process of being researched and selected based on
applicability to realistic systems. For instance, Adobe is one of the applications that has been
selected due to its widespread use and the knowledge of common vulnerabilities in the
application. To mimic a realistic environment, some of the devices will have security
implemented (including firewalls), while others will be unprotected systems. The configuration
of the services, applications, and relating security is in the process of being constructed and will
be distributed among the networks presented in Figure 5. Once the service and applications are
chosen various scenarios will be run and threat modeling will be conducted on the various threats
that were determined from the chosen services.
Developing a Future Attack and Test Plan

To develop a test plan for the Cyber Innovation Lab I used a formal risk approach. After
laying out the architecture of the physical testbed, further research was conducted on the common
services exploited as well as the threats that those applications faced. In the various tests using
Metasploit, it was determined that further research would have to be conducted to see where
vulnerabilities in real-time systems often lie. Once the services of importance were researched and
the relevant applications were chosen for implementation in the physical testbed, the various
threats and services were examined. Using the Threat Risk Model, the services and subsequent
risks were analyzed to ensure the correct controls were utilized and effective measures were taken
(Creative Commons, 2017a). The Threat Risk Modelling process includes five steps as presented

in Figure 6.
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Figure 6 Microsoft Threat Modeling Process (The OWASP Foundation, 2017).

To begin the Threat Modeling Process, security objectives can be determined. Due to the
nature of the lab, the testbed includes personal computers on a corporate network, amplifying the
risks that realistic systems face. In this, it was important to break down an application’s security
objectives into: identity, financial, reputation, privacy, and availability. The list purposed is in no
means all-encompassing, but it uses the predetermined risk decisions to help select and validate
security controls. From there, the application could be reviewed to identify components, data
flows, and trust boundaries. The next critical step in the modeling process is to identify the threats.
Here, it is important to concentrate on known risks, which can be demonstrated and exploited using

common tools and techniques. There are two methods of writing up threats, one of which is shown

21



in the threat graph in Figure 7. The following method is being utilized to lay out the various attack

vectors and determine the prominent threats and the focus of many of the attacks.

Aftacker may ba
able to read other
users' messages

1r . ‘

L)

Usar may not have Diata validation may Authonzation may fail, Browrsar cache may
logged off on & shared fail, allawing SOL zllawing contain cantents of
computer inpection unautharizasd access message

v l v v

Implament data Implernent Implement anti-

validation autharzation checks ok

gaching HTTP If rigk is high, usa SSL

Figure 7 Threat Graph (Creative Commons, 2017a).

Understanding Typical Attacks. It is important to know prior to running malware that there is a

human threat present on the various networks. In accordance with the relevant threats determined
using the threat modeling process, there are many methods in which the threats can be executed
including accidental discovery, automated malware, the curious attacker, script kiddies, motivated
attacker, or organized crime. It is important to understand the varying levels of attackers to
determine the level of the attacker you are defending against (Creative Commons, 2017a). In
regard to this project, a focus will be placed on automated malware, curious attackers, as well
motivated attackers. Due to the nature of curious and motivated attackers often using malware or
known exploits to affect a network, their actions will be taken into consideration when determining
the exploits to use. It is important to get in the mind of the hacker in thinking of the lab and attack
vectors as more than a simulation, but a real-life scenario. By taking on the persona of the attacker
(often the case with penetration testing), one will be more likely to use exploits that may otherwise

not be utilized and understand the propagation and results of an attack.
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Security Considerations. It is important to know the security considerations that correspond with

the risks that varying IT systems face. Over the years, web application security risks have been
prevalent. Due to the widespread use of the Internet and web applications, much of the focus of
malware attacks are on said systems. Web applications and Internet services hold a host of valuable
and sensitive information about a user, ranging from banking information to emails. Insecure
software is making its way into the every avenue of our life’s as we are making many daily tasks
digital (Creative Commons, 2017b). One of the major aspects the Cyber Innovation Lab will focus
on in the future is the risks posed by web applications. Using Figure 8, the OWASP Top 10

comparisons from 2013 to 2017 can be viewed and applied to any testing plans that will be created.

OWASP Top 10 - 2013 OWASP Top 10 - 2017

A1 - Injection A1:2017-Injection
A2 - Broken Authentication and Session Management A2:2017-Broken Authentication
A3 - Cross-Site Scripting (XSS) A3:2017-Sensitive Data Exposure
A4 - Insecure Direct Object References [Merged+A7] A4:2017-XML External Entities (XXE) [NEW]
A5 - Security Misconfiguration A5:2017-Broken Access Control [Merged]
A6 — Sensitive Data Exposure A6:2017-Security Misconfiguration
A7 - Missing Function Level Access Contr [Merged+A4] AT7:2017-Cross-Site Scripting (XSS)

A8 - Cross-Site Request Forgery (CSRF) A8:2017-Insecure Deserialization [NEW, Community]

A9 - Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vulnerabilities

E*Hcszczdv”&‘

A10 - Unvalidated Redirects and Forwards
Figure 8 OWASP Top 10

A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]

Using the above list of the Top 10 security risks, it was determined that the top risks that
web applications face would have be further examined for relevance. The problem with the
presented risks is that attackers have an arsenal of attacks and weapons often at their disposal.
Each path that an attacker may take represents a risk that may or may not be harmful to a system

or business. The OWASP Top 10 list goes into more detail on how you can determine the risk to



your organization and evaluate the likelihood of the threat to the chosen system. Determining the
security vulnerabilities on your network allows for further determination of the risks that the
system faces. With the multitude of threats, attack vectors, and vulnerabilities a system is readily

able to understand and recover from the purposed risks.

Vulnerabilities and Attacks Explained. As discussed throughout the process of establishing the lab,

there are numerous concerns that are present in relation to the attack vectors with the potential for
grave consequences. Due to the interconnectivity of a realistic network, web application attacks
are a high priority concern. For the purpose of establishing future plans, web application attacks
are the first avenue that will be examined for providing a basis for further threats to be determined.
When it comes to web applications, which consist of a majority of the cybersecurity attack vectors,
there are many attack choices. The main avenues for an attack include: SQL injection, Cross-Site
Scripting (XSS), and Distributed Denial of Service Attacks (DDoS). SQL injection attacks occur
when malicious SQL statements are placed in form fields in an attempt to gather information from
a database. The information an attacker gains enables them to access, alter, or delete information
within the database. An SQL injection allows an attacker to gain information on the victim machine
enabling them to extract credit card numbers, passwords, or other sensitive information. Cross-
Site Scripting (XSS) is an attack on browser in which malicious content is present on a web
application and executed, in many cases to deface the website being visited. A Denial of Service
attack allows for an attacker to take actions that may prevent legitimate users from accessing
network resources. A Distributed Denial of Service utilizes requests from numerous IP addresses

in order to flood a site with traffic, limiting the response to legitimate requests on the site.
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In regards, to the CVE utilized for Adobe Flash as seen in the testing of the network and as
presented in Figure 9, the vulnerability can be examined for its real-world applicability. The nature

of the Flash vulnerability is provided below to show the capabilities of the CVE exploit.

- CVSS Scores & Vulnerability Types

CVSS Score -

Confidentiality Impact Complete (There is total information disclosure, resulting in all system files being revealed.)

Integrity Impact Complete {There is a total compromise of system integrity. There is a complete loss of system protection, resulting in the entire system being
compromised.)

Availability Impact Complete (There is a total shutdown of the affected resource. The attacker can render the resource completely unavailable.)

Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge or skill is required to exploit. )

Authentication Mot required {Authentication is not required to exploit the vulnerability.)

Gained Access None

Vulnerability Type(s) Denial Of Service Execute Code Overflow Memory corruption

CWE ID 119

Figure 9 CVE Scores (Mitre Corporation, 2016).

In choosing an attack or exploit to utilize, realistic measures are often taken by an attacker to affect
the CIA triad of IT security. This CIA triad stands for confidentiality, integrity, and availability.
Since these three metrics are essential to key IT infrastructure, a hacker uses what they know to
alter or lessen the confidentiality, integrity, or availability of a business, system, service, or data.
It is important to point out that in Figure 9, the CIA triad would be greatly affected by the Flash
vulnerability, as total information disclosure, total compromise of system integrity, and total

shutdown of the resource is presented.

In utilizing the Adobe exploit a DoS vulnerability was expressed and in the real-world said attacks
are increasingly impactful. As discussed, DoS attacks focus on disrupting or preventing legitimate
users from accessing websites (Rapid7, n.d.). There are numerous reasons for DoS attacks, ranging
from state actors to simple hackers. The impact and costs associated with DoS attacks can be wide
ranging, depending on the target and the duration of the attack. A large-scale attack on a corporate
network as the one mimicked through the creation of the Cyber Innovation Lab, would have a
large impact to the organization and their third-parties. Such a large-scale attack may prevent an

online business, like Amazon from serving its customers which may costs millions of dollars. It is
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essential to remember that DoS may costs millions to recover from, but some of the damage may
be irreversible due to public image or customer confidence. For example, the Mirai botnet, a DoS
(more specifically a DDoS attack) which hit the internet back in 2015 shutdown the server of Dyn,
a company that controlled much of the internet’s domain name system (DNS) infrastructure.
During the duration of the attacks, many sites were brought down including Twitter, the Guardian,
Netflix, Reddit, CNN, as well as many other services (Woolf, 2016). In recent reports, peak-time
DNS attacks cost many organizations more than $100,000 per hour, with this number on the rise
(Korolov, 2016). A DoS attack has not only the potential to cause high levels of damages and high
costs, but it can greatly alter IT infrastructure. My conducting DoS attacks on a test network, the
system and the accompanying data can be analyzed to help improve detection and response to real
attacks.
Conclusion

In establishing a realistic testbed, attack mechanisms and defense strategies will be better
understood, resulting in the ability to create more secure systems. Using the network architecture,
exploits can be determined, and malware can be run on the realistic, unsuspecting victim
computers. Due to the increasing number of and increasing complexity of attacks, greater losses
and long-term consequences are being seen. Analyzing the results of common attack vectors on a
realistic corporate network as presented in the Cyber Innovation Lab will help find system
vulnerabilities and determine where improvements can be made to improve defense strategies. The
vulnerabilities and results from the attacks can be prioritized and examined with respect to the
impact and potential loss on a relatable system. The implementation of the Cyber Innovation Lab
and the data gathered from the attacks will be essential in helping to patch security holes and

recover from losses and mitigate long term consequences of a cyberattack.
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